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✴ serena

✴ cyber aesthetics doctor

✴ chrome security

✴ pronounces it “owned” not “poned”



I HAVE TRICKED 
THE ORGANISERS 
INTO LETTING ME 
TALK ABOUT AN 
ICON FOR 20 MINS
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🤔

🤷 

the 
🔒 🫨
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🔒lock icon ╳



1. 
WHAT DOES      EVEN 
MEAN





HTTPS



HTTP…Secure



1994

Netscape Navigator creates 
HTTPS with SSL v1

it is never released 
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SSL v2 is released

It has a number of 
security flaws
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SSL v3



SSL v2 is released

It has a number of 
security flaws

1995 1996 1997

SSL v3



1999 2000 2001

TLS v1
IETF standardises HTTPS 

as HTTP over TLS



2000 2001 2002

IETF standardises HTTPS 
as HTTP over TLS



2003 2004 2005

Gmail launches!

It is available over 
HTTPS (wow)





2003 2004 2005

Gmail launches!

It is available over 
HTTPS (wow)



1. Authentication

2. Encryption

3. Data integrity

🪪✔

👀

✏

HTTPS       means 3 things:



PUBLIC KEY 
CRYPTOGRAPHY



“One way 
function”

prime numbe
rs or 

something? 
idk

“Hey uhhh what’s up”

��

“84e0cd5add5515f75

4a67ffba535adf0893

3f272909a6fbbb43a6
bc14dfe6f64”



“One way 
function”

???

“84e0cd5add5515f754a67ffba535adf08933f272909a6fbbb43a6bc14dfe6f64”
prime numbe

rs or 

something? 
idk

lmao 
good luck mate



Unless... 😏

✨Private Key ✨
“Hey uhhh what’s up”



Public key Private key��
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Diffie–Hellman key exchange
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PUBLIC

💻

�� ��

🛢“google.com”
asdf
zxcv

Hello friendHello friend ��

Diffie–Hellman key exchange

temporary
key

8vcxy
d9ds8

nf3nd
9sajh



1. Authentication

2. Encryption

3. Data integrity

🪪✔

👀

✏

✔✔

✔✔*

HTTPS       means 3 things:



🛢“google.com”

��

🙋

��

💁🙋

i’ll vouch 
for you



Websites



CAs



CAs



CAs



Root

✨ Public Key Infrastructure ✨



1. Authentication

2. Encryption

3. Data integrity

HTTPS       means 3 things:

✔✔

✔✔*
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Trustwor
thiness

Good pri
vacy pol

icy
Phishing

, malwar
e

HTTPS       means 3 things:

1. Authentication

2. Encryption

3. Data integrity

✔✔

✔✔*

✔✔





2.
SURVEY SAYS…



E. Zezschwitz, S. Chen, E. Stark, "It builds trust with the customers" - Exploring User Perceptions of the Padlock Icon in Browser UI, IEEE Security and Privacy Workshops 2022

What does        mean?

Dear 1,880 people

wait who are you

https://ieeexplore.ieee.org/abstract/document/9833869


(multiple choice results)

E. Zezschwitz, S. Chen, E. Stark, "It builds trust with the customers" - Exploring User Perceptions of the Padlock Icon in Browser UI, IEEE Security and Privacy Workshops 2022

https://ieeexplore.ieee.org/abstract/document/9833869


51%

(multiple choice results)

E. Zezschwitz, S. Chen, E. Stark, "It builds trust with the customers" - Exploring User Perceptions of the Padlock Icon in Browser UI, IEEE Security and Privacy Workshops 2022

https://ieeexplore.ieee.org/abstract/document/9833869


48%

(multiple choice results)

E. Zezschwitz, S. Chen, E. Stark, "It builds trust with the customers" - Exploring User Perceptions of the Padlock Icon in Browser UI, IEEE Security and Privacy Workshops 2022

https://ieeexplore.ieee.org/abstract/document/9833869


(multiple choice results)

E. Zezschwitz, S. Chen, E. Stark, "It builds trust with the customers" - Exploring User Perceptions of the Padlock Icon in Browser UI, IEEE Security and Privacy Workshops 2022

https://ieeexplore.ieee.org/abstract/document/9833869


89%  of participants 
overestimated the 
security guarantees

E. Zezschwitz, S. Chen, E. Stark, "It builds trust with the customers" - Exploring User Perceptions of the Padlock Icon in Browser UI, IEEE Security and Privacy Workshops 2022

https://ieeexplore.ieee.org/abstract/document/9833869


Z.Ma J. Reynolds J. Dickinson K. Wang T. Judd J. D. Barnes J. Mason M. Bailey, The Impact of Secure Transport Protocols on Phishing Efficacy, USENIX 2019

https://www.usenix.org/system/files/cset19-paper_ma.pdf


Q. Is this a problem?
A.Yes



BTW THIS IS A PHISHING ATTACK



https://www.ic3.gov/Media/Y2019/PSA190610

https://www.ic3.gov/Media/Y2019/PSA190610


What does        mean?

I trust website!

NO—



3.
UN-MIS-COMMUNICATE



2009 Jan 
2010

Jun 
2010

Gmail is 
HTTPS by default



Jan 
2010

Jun 
2010 2011

EFF & Tor Project 
releases HTTPS 

Everywhere extension



2011 Mar 
2012 2013

Google Search defaults 
to HTTPS for all 
signed-in users



2012 2013 2014
Pa
ge
s 
lo
ad
ed
 o
ve
r 
HT
TP
S

~27%
Oct 2013

LetsEncrypt stats

HT
TP
S

HT
TP

https://letsencrypt.org/stats/


2013 May 
2014 2015

“HTTPS Everywhere” at 
Google I/O

Pa
ge
s 
lo
ad
ed
 o
ve
r 
HT
TP
S

~30%
May 2014

HT
TP
S

HT
TP

LetsEncrypt stats

https://letsencrypt.org/stats/


2013 Aug 
2014 2015

Google Search starts 
using HTTPS as signal 
for search ranking

Pa
ge
s 
lo
ad
ed
 o
ve
r 
HT
TP
S

~31%
Aug 2014

HT
TP
S

HT
TP

LetsEncrypt stats

https://letsencrypt.org/stats/


2013 Nov 
2014 2015

Let’s Encrypt 
announces

free certificates

Pa
ge
s 
lo
ad
ed
 o
ve
r 
HT
TP
S

~32%
Nov 2014

HT
TP
S

HT
TP

LetsEncrypt stats

https://letsencrypt.org/stats/


2014 2015 2016

Chrome experiments with 
security indicators

Pa
ge
s 
lo
ad
ed
 o
ve
r 
HT
TP
S

~35%
Jun 2015

HT
TP
S

HT
TP

LetsEncrypt stats

https://letsencrypt.org/stats/


2015 2016 2017

Chrome updates security 
indicators

Pa
ge
s 
lo
ad
ed
 o
ve
r 
HT
TP
S

~40%
Jan 2016

HT
TP
S

HT
TP

LetsEncrypt stats

https://letsencrypt.org/stats/


2016 Jan 
2017 2015

More aggressive warnings for 
credit cards & passwords submitted 
over HTTP in Chrome and Firefox

Pa
ge
s 
lo
ad
ed
 o
ve
r 
HT
TP
S

~50%
Jan 2017

HT
TP
S

HT
TP

LetsEncrypt stats

https://letsencrypt.org/stats/


2017 Feb 
2018 2015

Chrome starts marking 
all HTTP connections as 

“Not Secure”

Pa
ge
s 
lo
ad
ed
 o
ve
r 
HT
TP
S

~70%
Feb 2018

HT
TP
S

HT
TP

LetsEncrypt stats

https://letsencrypt.org/stats/


2017 2019 2015

~77%
Jan 2019

Pa
ge
s 
lo
ad
ed
 o
ve
r 
HT
TP
S

LetsEncrypt stats

HT
TP
S

HT
TP

https://letsencrypt.org/stats/


Communication 
requires context.



This place is a message//. and part of a system of messages//. pay attention to it!

This place is not a place of honor//. nothing valued is here

The danger is still present, in your time, as it was in ours.

https://en.wikipedia.org/wiki/Long-term_nuclear_waste_warning_messages



2008

2010

2012

2015

2016

2018

now?



HTTP indicators 
become louder
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4.
GOODBYE LOCK



Hi! We want to remove 
the lock icon!

Don’t people depend on it 
for reassurance? 🥺

!. rats



Will people freak out 
unnecessarily 
if the lock icon is gone?



“1% experiment”



Results
● People noticed the change

○ Significant increase in opening site controls

(~83%/36% on Windows/Android)

● They did not freak out

○ No regressions on time spent on HTTPS pages

○ No regressions on forms submitted over HTTPS





Hey so it looks like 
removing the lock is fine

We are still worried people 
will feel bad!

But lock icon danger bad!!😖😖



5.
THE ALLURE OF 
SECURITY THEATRE



“Security Theatre”



“Security Theatre”

Dodgy VPNs Password r
otation Lock icon 

on 

bad pages



the 
feeling  
of safety

rust



reassurance is important



Reassurance Theatre?

😌 🎭



Look to user behaviour
● Does lack of reassurance lead people away from safety?

● Does the presence of reassurance lure people towards danger?

→ No. No regression on HTTPS pages / form submissions

→ Yes. Slight increase in phishing click-through rates



Reassurance Theatre

😌 🎭



People hate change





2022 Sep 
2023 2024

Chrome shows neutral 
icon for HTTPS

🥳



6.
ECOSYSTEM CHANGE



https://en.wikipedia.org/wiki/File:Internet_map_1024.jpg



Pages loaded over HTTPS in Chrome

HTTPS Encryption on the Web, Google Transparency Report

https://transparencyreport.google.com/https/overview?hl=en


…but it’s worth it



🌏



https://





LetsEncrypt stats; HTTPS Encryption on the Web, Google Transparency Report

Pages loaded over HTTPS in Firefox & Chrome

https://letsencrypt.org/stats/
https://transparencyreport.google.com/https/overview?hl=en


🫶
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THANKS
fight me: 

infosec.exchange/@sereeena

get the latest from our team: 
chrome.security



further reading—
● E. Zezschwitz, S. Chen, E. Stark, "It builds trust with the 

customers" - Exploring User Perceptions of the Padlock Icon 
in Browser UI, IEEE Security and Privacy Workshops 2022

● A. P. Felt, R. W. Reeder, A. Ainslie, H. Harris, M. Walker, 
C. Thompson, M. E. Acer, E. Morant, and S. Consolvo, 
“Rethinking Connection Security Indicators”, Proceedings of 
the Twelfth Symposium on Usable Privacy and Security (SOUPS 
2016)

● Timeline of HTTPS Adoption

● Diffie-Hellman key exchange

● J. Katz, Y Lindell, Introduction to Modern Cryptography, 
Second Edition, Chapman & Hall

○ This one is if you really love math & number theory

greetz—
● Those who worked tirelessly on removing the lock throughout 

the past 3 years: Emily Stark, Joe DeBlasio, Emanuel von 
Zezschwitz, Mustafa Emre Acer, Carlos Joan Rafael Ibarra 
Lopez, Chris Thompson, David Adrian, Alex Ainslie, Shweta 
Panditrao, Eric Mill

● Special shoutout to Emily Stark, a long-standing legend in 
this space. TY also for reviewing this talk and fact-checking 
my TLS handshake diagrams!

● Adriana P. Felt for her impactful prior research that I 
constantly refer back to, and for reviewing this talk

https://ieeexplore.ieee.org/abstract/document/9833869
https://ieeexplore.ieee.org/abstract/document/9833869
https://ieeexplore.ieee.org/abstract/document/9833869
https://www.usenix.org/system/files/conference/soups2016/soups2016-paper-porter-felt.pdf
https://timelines.issarice.com/wiki/Timeline_of_HTTPS_adoption
https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange
https://eclass.uniwa.gr/modules/document/file.php/CSCYB105/Reading%20Material/%5BJonathan_Katz%2C_Yehuda_Lindell%5D_Introduction_to_Mo%282nd%29.pdf
https://eclass.uniwa.gr/modules/document/file.php/CSCYB105/Reading%20Material/%5BJonathan_Katz%2C_Yehuda_Lindell%5D_Introduction_to_Mo%282nd%29.pdf

