
Authorization

Server

Where did it come from?
Where did it go?

What the heck is an OAuth Flow?

Terminology OAuth 1.0

OAuth 2.0 Open ID Connect (OIDC)

OAuth 1.0 OAuth 2.0

Service Provider

Resource Owner

Consumer

USER

CLient

Resource Server

USER Resource owner
wants to give permission for an app

to access resources in another app

Consumer CLient
an app requesting access to stuff

on a users behalf

Service Provider
Authorization

Server

Resource Server

handles getting permission from the

user to give an app permission 

In oauth 2.0 can hold user resources

without granting access to it

user

consumer

service provider

Key Steps

1. Consumer Registration

2. Obtain Request Token

 4. TOKEN exchange   

The consumer registers with the

service provider (via a form etc)

OAuth 1.0 OAuth 2.0 Meaning

also the service

Provider

 the consumer gets a request token  

from the service provider

the consumer exchanges request

token for access token

 3. user authorization 
user logs into service provider and

accepts permissions

resource owner

client

service provider

Key Steps

1. Client Registration

2. user authorization

 4. TOKEN exchange   

client registers with service provider

the consumer gets a request token

from the service provider

the client exchanges request token

for access token

 3. validate ya state
Resource owner is redirected back

to client and state is validated

authorization

server

Authentication

OAuth 2.0

{
   "sub": “puss@gmail.com”,
   “name”: “puss in boots”,
   “email”: “puss@gmail.com”,
   “iss”:
“idk.somegoogledomain/oauth”,
   “iat”: 1337,
   “exp”: 13371337
}

eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJzdWIiOiIxMj

M0NTY3ODkwIiwibmFtZSI6IkpvaG4gRG9lIiwiaWF0Ijo

xNTE2MjM5MDIyfQ.SflKxwRJSMeKKF2QT4fwpMeJf36P

Ok6yJV_adQssw5c

Create account

Yoink’

     ID_TOKEN



What What it’s about

The OAuth 2.0 Playground
Lets you try the various OAuth flows step by step

interactively!!!

OAuth 2.0 Core (RFC 6749)
The og OAuth2 RFC doc

Threat Model and Security
Considerations (RFC 6819)

A great place to start for thinking about oauth2
security

OAuth 2.0 for Native Apps
(RFC 8252)

Doc for native apps oauth2 (mobile and co)

OpenID Connect Website/docs for OIDC and how it works

OAuth 1.0 The very first oauth spec!! (OAuth 1.0)

OAuth 1.0 Security Advisory The OAuth1.0 session fixation attack

OAuth 1.0a
The final revision of OAuth1 (evolving from the

session fixation attack above)

Differences in OAuth1 and 2 Quick summary of OAuth1 and 2 key differences

OAuth2.0 and the Road to Hell
A scathing review of OAuth2.0 from its prior chief
editor and key contributor to OAuth1 (read if you

want to know about oauth drama).

Resources (We Used and You can too)

State

Validation

Reward 
1x Firm Handshake

oauth1 oauth2a bunch of
core

concepts

https://www.oauth.com/playground/
https://datatracker.ietf.org/doc/html/rfc6749
https://datatracker.ietf.org/doc/html/rfc6819
https://datatracker.ietf.org/doc/html/rfc6819
https://datatracker.ietf.org/doc/html/rfc8252
https://datatracker.ietf.org/doc/html/rfc8252
https://openid.net/connect/
https://oauth.net/core/1.0/
https://oauth.net/advisories/2009-1/
https://oauth.net/core/1.0a/
https://www.oauth.com/oauth2-servers/differences-between-oauth-1-2/
https://gist.github.com/nckroy/dd2d4dfc86f7d13045ad715377b6a48f

