It's easier to Pirate with an
Atlas...sian

This guide will introduce running Jira locally and setting up an IntellidJ debugger to
identify code components and hypothetically, for educational purposes pirate
Jira.

A Disclaimer: This guide is for educational purposes only, it is not an
endorsement or instruction to pirate software, including Atlassian
products like Jira. Software piracy is illegal and unethical, violating
intellectual property rights and leading to legal consequences.

| am not a lawyer etc etc.

Part 1: Set-up Jira

1. Download Jira: https://www.atlassian.com/software/jira/download/data-
center & unzip it

2. Install atlas plugin (this is how we will run Jira locally)

a. https://developer.atlassian.com/server/framework/atlassian-sdk/install-
the-atlassian-sdk-on-a-linux-or-mac-system/

b. https://developer.atlassian.com/server/framework/atlassian-sdk/atlas-run-
standalone/
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3. Run Jira (make sure to change the version to match what you downloaded,
and take note of the debug port)

a. You should check nothing is running on the port Jira is about to start up on
(1900 below), and the debug port ( s982 below)

atlas-run-standalone --product jira --version 9.4.0 \
--jvmargs "-Xdebug \

-Datlassian.dev.mode=false \
-Datlassian.disable.caches=false \

-agentlib: jdwp=transport=dt_socket, server=y, suspend=n, addres
-Xmx3g -Xms512m \

-XX:MaxMetaspaceSize=512m \
-Datlassian.webresource.disable.minification=true \
-Dsynchrony.proxy.enabled=false" \

--server localhost -p 1990

4. Login with the provided “admin” “admin” creds

5. Trigger a server error by changing the “F" to “G" in the free license provided at
http://localhost:1990/jira/plugins/servlet/applications/versions-licenses

) A
{Z## Yay Jira is working properly!!!

Part 2: Set-up IntelliJ
1. Test things
2. Install Intellid, open Jira as a “project” via the erfectiveron.xni file

a. For most people this will be located inside -/amps-standalone-jira-
9.4.0/target/jira (Or wherever you unzipped Jira)

3. Setup debugger
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a. "Edit Configurations” = "+" - "Remote JVM Debug" - set the port to
gos3 Or whatever you selected above

b. https://www.jetbrains.com/help/idea/debugging-code.html

J  jirav Version controlv (2 Jira v

KeyManager.class Version2LicenseDecoder.class € atlassian-extras-3.4.6.jar

® Decompiled .class file, bytecode version: 52.0 (Java 8) & Jira

public class KeyManager { Current File

public void reset() { Edit Configurations...

Select Edit Configurations

iy — O B
Add New Configuration

Jest
JUnit
w¥ Karma
Kotlin
Kotlin script (Beta)
Maven
m Mocha
Node.js
Node.js Test Runner
Nodeunit
I npm
©) NW.js

OpenAPI/Swagger Code Gene

ER OpenRewrite
Playwright

& Protractor

B8 Protractor (Kotlin)

& React Native

! Remote JVM Debug

Select + then Remote JVM Debug
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Name: Jira debug Allow multiple instances Store as project file

Configuration Logs

Debugger mode: Attach to remote JVM v

Host: localhost Port: 8983

Command line arguments for remote JVM: JDK 9 or later v
—agentlib: jdwp=transport=dt_socket, server=y, suspend=n,address=x: 8983

Use module classpath: <no module>

> Before launch

Cancel Apply

Ensure the port is set to 8983, everything else can stay the same

4. Locate the atlassian-extras-3.4.6.jar inside ~/amps-standalone-jira-9.4.0/target/jira
(I used finder file search)

5. Unzip the jar file with your favourite unzip tool (I used the terminal command

unzip -1 atlassian—extras—3.4.6.jar)

6. Find version2Licensebecoder.class inside the unzipped directory (lused 1< | grep

Version2LicenseDecoder.class )

7. Decompile the class file with IntelliJ

a. Settings Icon - Project Structure - Libraries - + - Add atlassian-extras-
3.4.6.jar

b. Intellid might need some time to index the files before the next step
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Project Structure

- + -0

(Ih atlassian-extras-3.4.6

Name: atlassian-extras-3.4.6
Project Settings
Project +  h —

Modules EEs

Libraries |Users/gdebellis/amps-standalone-jira-9.4.0/target/jira/webapp/WEB-INF/lib/atlassian-extras-3.4.6 jar
Facets
Artifacts
Platform Settings
SDKs
Global Libraries

Problems

https://www.jetbrains.com/help/idea/decompiler.html

1.
2. https://blog.jetbrains.com/idea/2020/03/java-bytecode-decompiler/

8. Search for checkandeetiicensetext function within Intellld (I used CMD+F)

9. Set a break-point within this function (I set mine at the line below)

private byte[] checkAndGetLicenseText(String licenseContent) {
try {

byte[] decodedBytes = Baseé4.decodeBaseé4(licenseContent.getBytes(StandardCharsets.UTF_8));
ByteArrayInputStream in = new ByteArrayInputStream(decodedBytes);
DataInputStream dIn = new DataInputStream(in);
int textlLength = dIn.readInt();
byte[] licenseText = new byte[textLength];
dIn.read(licenseText);
byte[] hash = new byte[dIn.available()];
dIn.read(hash);
String encodedLicenseText = new String(Baseé4.encodeBaseé4(licenseText), StandardCharsets.UTF_8);
String encodedHash = new String(Baseé4.encodeBaseé4(hash), StandardCharsets.UTF_8);

if (!KeyManager.getInstance().verify(encodedLicenseText, encodedHash, "LICENSE_STRING_KEY_V2")) {

throw new LicenseException("Failed to verify the license.");
} else {
return licenseText;
}
} catch (Exception vari®) {
Exception e = varl0;
throw new LicenseException(e);

Breakpoint set at verify()

Part 3: Finding the code to edit
1. Run the debugger by hitting the green bug
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[~ Jira debug v

| called my debugger configuration “Jira debug”, you may have called yours something else

2. Recreate step 5 of part 1 (i.e. trigger the breakpoint). If the breakpoint gets set
you should see something like the following in the debug console)

1

Debug E Jira

€ Ay g Threads & Variables
"http-ni.... RUNNING V¥

O checkAndGetLicenseText:212, ' S this =

licenseContent =

;= decodedBytes =
in =
din =

32 textLength = 538
licenseText =
hash =
encodedLicenseText =
encodedHash =

See the current variable state, this helps us figure out what input might be vulnerable!

3. “Step into” the veriry function

Debug > Jira

C:-I

"http-ni.... RUNNING  step Into F7

There's lots of debug options available, but we mostly want to step into functions, step over
functions (go to the next line), or resume the program state
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4. "Step over” lines within the verify function util the exception is raised,
indicating where the license's signature is verified

String ke

5. What if...

String keyVer

Part 4: Edit & Recompile code

Left to the reader

Part 5: Generate a fake license

Left to the reader

Part 6:

It's easier to Pirate with an Atlas...sian


https://github.com/Col-E/Recaf
https://www.google.com/search?q=jira+license+generator+code+github&sca_esv=2dda131dccfb844c&rlz=1C5CHFA_enAU1040AU1040&ei=IdYxZ-OSFriD4-EP8Pze0Qw&ved=0ahUKEwijp_qMg9SJAxW4wTgGHXC-N8oQ4dUDCA8&uact=5&oq=jira+license+generator+code+github&gs_lp=Egxnd3Mtd2l6LXNlcnAiImppcmEgbGljZW5zZSBnZW5lcmF0b3IgY29kZSBnaXRodWIyBxAhGKABGAoyBxAhGKABGApI1Q1QwgRY0AxwAXgBkAEAmAGfAqABqAmqAQUwLjUuMbgBA8gBAPgBAZgCB6ACuAnCAgoQABiwAxjWBBhHwgIFECEYoAGYAwCIBgGQBgiSBwUxLjUuMaAHtBU&sclient=gws-wiz-serp

4 Jira Core Dashboards v Projects v Issues v Create

Administration Q. Search Jira admin

@ Your Jira Core license has been updated. X
Applications Projects Issues Manage apps User mai
Versions & licenses Versions & 4 Upload an application
Plan your upgrade licenses
Application access Manage all of your licel

: - Manage licenses
INTEGRATIONS Jira Core 9.4.0 unlimited users (1 used) G)

Application links . .
Maintenance expires 30/Dec/50 3
Get answers to your lic

© purchasing questions.

Application Navigator N
Support entitlement View the licensing FAQ

number (SEN)
License type Commercial

Need licensing help? M
Organisation name you_wouldnt_steal_a_car SEN when contacting
License key Contact the support te

AAACAgOODAoPeNplk... # &

OTHER JIRA APPLICATIO

& Jirasoftware

Jira Software is the toc
software team needs t¢

Conclusion

e Don't be scared of big code repos!

e Hacking is the easiest when you use the tools made for developers to debug
things

o Pirating is brat

Have fun hacking!
~ Giuliana

(I'm sorry | don’t use cool social medias, but you can message me on linkedIln and
I'll probably reply)
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